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THE FACTS:

Approx. 4.5 billion 
records stolen in first 
6 months of 2018

Average Cost per 
Record Stolen: 
$148/record

Average Days to 
Detect Breach: 191

Average Days to 
Contain Breach:  66

Likelihood of 
recurring breach:  

27.9%

Average cost of 
breach is 37% higher 
when a Company is 

not prepared
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Fraud	101:	
Protecting	Your	Business

Member	FDIC
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How	did	we	get	here?
Situation:	The	landscape	in	banking	is	changing.	Fraud	
prevention	and	cyber	security	awareness	is	top	of	mind.	

Impact:	Typically	financial	institutions	are	reacting	to	customer	
exposure	after	the	fact.		

Goal:	Mitigate	fraud	by	providing	a	hands‐on	approach		‐‐
educating	the	business	community	to	be	vigilant	against		
potential	threats.	

Solution:	Rockland	Trust	Bank		‐Where	Each	Relationship	
Matters®.	

Member	FDIC
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Reputation	at	Risk?
54%	of	companies	believe	it	can	take	up	to	2	years	to	restore		a	company's	reputation	
following	a	breach	of	customer	data.	

The	biggest	names	to	suffer	a	data	breech	since	2013	include:

Member	FDIC CSOOnline	17	Biggest	Databreaches	of	the	21st Century	
2014	Global	Survey	on	Reputation	Risk	Reputation@Risk



(8)(8)

Payments	Fraud	Types

Member	FDIC 2018 AFP Payments Fraud and Control 
Survey

Checks continue	to	be	the	payment	method	most	often	exposed	to	
fraudulent	activity.			

Percent of Organizations that Experienced Attempted and/or Actual Payments Fraud in 2017 
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Phishing

Member	FDIC

Rockland1rust.com	is	not	
the	correct	domain	name
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Why	Employees	Click

http://www.softwareadvice.com/security/industryview/phishing‐scams‐report‐2015/
Member	FDIC
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Scary	Statistic	

“What is fascinating – and 
disheartening – is that over 95% of 
all incidents investigated recognize 
“human error” as a contributing 
factor.”

IBM	Security	Services	2014	Cyber	Security	Intelligence	Index	
Member	FDIC
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The	More	You	Know…

Member	FDIC

According	to	UCC	Regulation,	liability	for	fraud	is	no	
longer	just	the	responsibility	of	the	bank:		
Customers	must	also	exercise	“ordinary	care”	
measures.	The	absence	of	these	measures,	such	as	
timely	account	reconciliation,	lack	of	internal	
controls,	minimal	security	procedures,	to	name	a	
few,	puts	your	Company	at	risk	for	being	held	
liable	for	all,	or	a	substantial	portion,	of	any	
given	loss.
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Best	Practices	to	Safeguard	Your	Business
• Fraud	Prevention	Tools

• Positive	Pay:		Safeguards	against	fraudulent	check	activity
• ACH	Debit	Blocks	/	Filters:	Safeguards	against	unauthorized	
ACH	transactions

• Clean	desk	policy	– lock	up	sensitive	data
• Keep	antivirus	/	malware	protection	current
• Place	a	call	– validate	communications	to	change	financial	data
• Separation	of	duties	– establish	internal	controls
• Practice	due	diligence	– know	with	whom	you’re	doing	
business	

• Provide	ongoing	employee	training	and	awareness	
• Practice	email	etiquette	

Member	FDIC



ETHICAL	HACKER
MATT	WAGENKNECHT

14



Primary	Attack	Methods

• Misconfigurations/Default	Settings
• Easy‐to‐guess	passwords
• Social	Engineering	Attacks
• Wireless	Attacks
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Misconfigurations/Default	Settings

• Active	Directory
– Password	stored	in	memory	on	Servers	and	
Workstations

– Backwards	Compatibility	(Windows	7)
– Network	Shenanigans	and	General	Tomfoolery	

• Default	passwords	on	devices	::	admin/admin	or	
admin/calvin

• Poor	Perimeter	Hygiene	
• [DEMO]										http://images.shodan.io
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Easy‐to‐guess Passwords
• External	Websites
• Remote	Administration	ports	(SSH,	Telnet,	RDP)

• Bad	User	Practices
– Odometer‐Style	Password	Rotation
– Password	storage	(spreadsheets,	sticky	notes,	
whiteboards)

– [DEMO]	
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Social	Engineering	Attacks

• Phishing	Methods

– Email	attachments	– doc,	pdf,	js,	vbs,	zip

– URL	Substitution
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URL	‐Minor	Difference	Substitution
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= apple.com

= appie.com

URL	‐Minor	Difference	Substitution
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It’s	what	you	don’t	see	that	
ultimately	gets	you.

…and	you	can’t	know	what	you	don’t	see	
until	someone	makes	you	see	it.
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TRUST,	BUT	VERIFY
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Question? Comments?

Intelligence Analyst 
Tom Doyle

Email: tdoyle2@fbi.gov
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